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Attack and Penetration Testing Plan
[bookmark: _Toc18978300]Introduction
Attack and penetration testing is a vital exercise that companies engage in to ensure the security of the data bases and data. For the companies to secure information about their secrete business strategies, their customers and their employees, they have to think and reason the same way a hacker might reason and act. This where penetration and attack testing comes in. It is an exercise that is carried out on the computer systems of a company to identify any existing vulnerabilities to attack for the purposes of revealing those vulnerabilities and consequently offering appropriate recommendations of eliminating those vulnerabilities to ensure the safety and security of a company’s data.
[bookmark: _Toc18978301]Project Summary
The project to be undertaken involves the preparation of an attack and penetration plan for Infusion Web Marketing. This attack and penetration test is to be done on the production web server and corporate network of Infusion Web Marketing which is one of our client companies. As the owner and operator of the security consulting firm, I am going to formulate this plan in order to test the vulnerability of the company’s computer systems. This will be followed by the provision of any recommendations that will enhance the security of the systems in the case their systems are found to be vulnerable to data theft and attacks. On the other hand, if the systems are secure, then I will advise the company on other ways of improving the system security even more. The web server to be attacked in this test is one in which the e-commerce, credit transactions and the production of the company run through.
The testing plan will involve a series of tasks that will be performed in order to detect any form of security weakness that may be existing without the client knowing. As Almubarik & Wills (2016) state, attack and penetration testing involves technical tasks that cannot be performed by anyone with no experience on the security system. This explains why Infusion Web Marketing has requested as to perform the test given that we have the technical capacity to conduct the test. This is to ensure that the level of security testing is high to the extent that meets the expected standards of the industry. Any penetration through the use of these tasks will mean that the system is yet to meet the highest levels of security. The testing plan will also indicate the reporting that will be done on the findings of the penetration. This is important for the company because it helps them to know the areas to work on. A schedule will also be formulated in order to show the time taken in completing the different categories of tasks geared towards system penetration and attack testing.
[bookmark: _Toc18978302]Goals and Objectives
The main goal of this plan is to check if the company system is vulnerable. The plan seeks to identify any weakness area that may be exploited by computer hackers that will result in the company suffering losses of data or breach of security and safety of the information stored on their servers. There have been numerous attacks on many company websites by people who would like to cause harm or who would like the rival businesses to close down. In certain cases, some of the attackers are hired by business competitors in order to bring down a rival company. Therefore, the plan will seek to ensure that all of the company’s servers on production are tested and the weak areas are rectified. Another objective that that the test will seek to achieve is enhancing the information technology department of the company by providing critical security information that can help the detect and curb any suspicious attacks on the servers of the company. Through the test that will be conducted, the company will be able to benefit from the advanced technological solutions that will be recommended for them in the securing their data and servers. Another objective that the test will seek to achieve is to establish whether the system can be compromised through the client written authorization only. This is important in order to establish if one can access the system easily once they have the written authorization.
[bookmark: _Toc18978303]Tasks
There are several tasks that I will need to perform in the attack and penetration of the system. These tasks will be essential in the whole process as it will define whether the system is vulnerable and to what extent.
[bookmark: _Toc18978304]System Pre-engagement
The first task is the pre-engagement of the systems. This is basically the undertaking of the analysis of the system in order to know of the scope to be worked on. This is an important part of the plan as it defines how the system is and the scope of the work to be performed. The system will be studied for some time which will allow the person conducting the attack and penetration test to grasp all of the important features of the system. The pre-engagement task is also important in the sense that it allows the one formulating the testing plan to know of the type of threats that will be appropriate for the system (Goel & Mehtre, 2015).
[bookmark: _Toc18978305]Formulation of Threats
The next task to be performed is the creation of the threats that are to be performed on the system. This will be based on the information that will have been collected about the system during the system pre-engagement on the system of the client. It is through the understanding of the system that one can be able to formulate threats that are suitable for the system (Shah & Mehtre, 2015). This will also involve the identification of vulnerabilities that will allow the threats to work.
[bookmark: _Toc18978306]Conducting Intrusive Attacks and Penetration
The other task to be performed is that of exploiting the client system using intrusive attacks. This means that the attacks will penetrate past all security check points of the systems of the company as requested by the client company. Therefore, checkpoints will have to be established in the system before the deployment of intrusive attack tools to the servers. The information gathered on the system will be useful in undertaking this task as I will try and exploit the opportunities that may exist in the systems of Infusion Web Marketing servers. This is the most important part of the testing plan as it will determine whether the system is vulnerable or not. The task will involve repeated exploitation of the system in all aspects in order to identify all the weaknesses of the system and the security loopholes of the company servers. According to Shah & Mehtre (2015), the actual penetration and attack during a penetration and attack test is supposed to happen for a specific period of time as authorized by the company requesting for the test. Beyond that, such attacks become illegal. The attack will include penetration and breaking passwords, attacking the windows systems, the Dos and the security protocols of the servers. The test will also involve conducting intrusive access to data files stored in the servers and manipulating the security protocols of the system at large. Injection of malware and into the system will also be done to gauge the capabilities of the antimalware tools used by the client company and their effectiveness.
[bookmark: _Toc18978307]Analyzing
The completion of the exploitation of threat task will give way to another important task. This is the analysis of the system in order to check whether the attacks meted out on the system successfully caused damage to the servers of the client company, whether the attacks and penetrations were spotted by the client technical or IT department and whether the breaches were curbed (Goel & Mehtre, 2015). The analysis is done on all areas thoroughly and any breach of security is documented. The task will also rate the level of risks that will have been found in the system. In analyzing the results found, the report will comprehensively cover all the threats that the system was exposed to and the response of the system as well as the IT department of the company towards them. This is critical in informing the client company of the level of security of their servers and the systems being used (Muñoz, Vega & Villalba, 2018).
[bookmark: _Toc18978308]Reporting
Reporting is a critical aspect of any attack and penetration testing. This is due to the fact that there needs to be a presentation of the findings realized during the attack and penetration process (Antunes & Vieira, 2013). In reporting, I will be able to inform the client of the system weakness that I will have found out and suggest ways of resolving the weakness. The report will also include the various tools and equipment to be sourced in order to make the system much more secure. Moreover, the level of vulnerabilities found has to be stated clearly in the report for the client company to make sense of the security threat that such vulnerabilities pose to the data stored on its webservers (Baloch, 2017). This has to be accompanied by documentation of the appropriate reformations on how to curb the vulnerabilities in the system. Reporting is also useful to the client as it will guide them on the various recommendations that have to be implemented in order to safeguard the company systems from attacks that can lead to massive losses. This will ensure that the servers of the company are working efficiently and this will in turn increase the efficiency in the production of the client company.
[bookmark: _Toc18978309]Schedule
It is important to always have a schedule drawn up during the process of formulating an attack and penetration testing plan (Baloch, 2017). In view of this, I have scheduled the process to take place between 2:00 am and 6:00 a.m. as per the request of the client company, Infusion Web Marketing. This will also be done during the weekend only and shall be either Friday or Saturday. This is important as I will not disrupt the activities of the company during the normal working hours. Testing between the scheduled time offers a perfect concentration on exploiting the system vulnerabilities and conducting penetration tests because such a time, all the security tools are deployed on the system of the client company. The schedule will also offer convenience as I will be able to concentrate on the tasks with no frequent disruptions.
[bookmark: _Toc18978310]Conclusion
In conclusion, attack and penetration testing is vital for a company and it is always good to conduct such penetration tests to ensure the that the servers and databases of the company are fully secured. Therefore, the application of the above-mentioned tasks will be perfect in providing an overview of the security strength of the servers of Infusion Web Marketing and also help to come up with appropriate recommendations that can help the organization to bolster the security of its systems and servers.
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